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***	BEGINNING OF CHANGES ***
[bookmark: _Toc35533735][bookmark: _Toc26887097][bookmark: _Toc19783313][bookmark: _Toc19783252][bookmark: _Toc26887036][bookmark: _Toc35533674][bookmark: _Toc54024153]Annex X (normative): Aspects specific to the network product class N3IWF
X.Y	Threat to send EAP-Identity Request by N3IWF
-	Threat name: N3IWF sends EAP-Identity Request
-	Threat Category: Elevation of privilege.
-	Threat Description: EAP-5G is used between UE and N3IWF. As specificed in TS 33.501[14], the N3IWF shall refrain from sending an EAP-Identity request. The UE may ignore an EAP Identity request or respond with the SUCI it sent in the Registration Request. This means if the N3IWF happens to send an EAP-Identity Request to the UE, the N3IWF shall not look forward an EAP-Identity Reply. This is different from normal EAP framework. If the N3IWF behaves the same as normal EAP framework, the N3IWF will wait for a reply till time expires. This may casue the UE cannot access to the network via an N3IWF.
-	Threatened Asset: GNP services. 
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